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Cisco Catalyst 2950 Series
Standalone Devices for Lower Density Requirements

• W ire sp eed p erformance layer 2  
switch ing  with  intellig ent services

• C h oice of software imag es:
E nh anced I mag e – I ntellig ent 
Services
Standard I mag e – B aseline 
C isco I O S F unctionality

• C h oice of E th ernet interface 
sp eed and media typ e

• E ase of dep loyment and 
manag ement

• P roven I O S software 
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Cisco Catalyst 297 0 Series
1 0 / 1 0 0 / 1 0 0 0  O p timiz ed

• Standalone,  layer 2  fix ed-
config uration switch  with  
intellig ent services

• 1 0 / 1 0 0 / 1 0 0 0  op timiz ation with  
wire-sp eed switch ing  enab les 
G ig ab it E th ernet everywh ere

• C atalyst 3 5 5 0  and 3 7 5 0  are 
recommended ch oices for 
routing  and stack ing  cap ab ilities

High-p e r f o r m a n c e  w o r k gr o u p s  
a n d  s m a l l  b r a n c h o f f ic e s
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S m a l l  P o w e r  o v e r  E t he r n e t  
e n a b l e d  w ir in g c l o s e t  s w it c he s

Cisco Catalyst 3 56 0 Series
H ig h -p erformance F ix ed C onfig uration

• P ower over E th ernet with  
I ntellig ent P ower M anag ement

• W ire sp eed 1 0 / 1 0 0  and G b E
config urations for switch ing  and 
routing

• H ig h -p erformance switch ing  and 
routing

• I ntellig ent Layer 2 ,  3 ,  4  services
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U n if ie d  S t a c k in g,  B e ha v in g 
a s  a  S in gl e  U n it

Cisco Catalyst 3 7 50 Series
Revolutioniz ing  Stack ab le Switch ing

• I ndustry’s h ig h est 
p erformance Stack ab le

• Revolutionary Stack W ise 
tech nolog y b ring s unp aralleled 
stack ab le resiliency and cap acity

• H ig h -P erformance 1 0 / 1 0 0 / 1 0 0 0  
op timiz ation enab les G ig ab it 
E th ernet everywh ere

• 1 0  G ig ab it U p link s for increased 
p erformance
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R e s il ie n c y  &  C o n t r o l  f o r  
C o n v e r ge d  N e t w o r k s

Cisco Catalyst 4500 Series
H ig h -p erformance M id-rang e C h assis Solution

• H ig h est density 1 0 / 1 0 0 / 1 0 0 0  
mid-rang e C h assis 

• E nab les Redundancy 
everywh ere in th e network

• O nly mid-rang e ch assis delivering  
H ig h -density,  integ rated in-line p ower

• Sup ervisor I I -P lus ex tends reach  to 
SM B  and E ducation customers

• P roven investment p rotection 
th roug h  evolutionary desig n
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Cisco Catalyst 6 500 Series 
I n d u stry’s M ost F lex ib le M od u lar P latf orm

Catalyst 6500 delivers 
in n o vatio n s in  th e c o re,  
in teg rated datac en ter,  
an d th e w irin g  c lo set

• E vo lu tio n ary in f rastru c tu re 
• H ig h est p erf o rm an c e an d n o n -
sto p  ap p lic atio n  delivery

• H ig h est den sity 
1 0G b E  Ag g reg atio n

• H ig h est D en sity 1 0/ 1 00 an d 
1 0/ 1 00/ 1 000 den sity in  in du stry

• I n teg rated Advan c ed S ervic es f o r 
g reater ex ten sib ility

E v o l u t io n a r y  I n n o v a t io n
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Sm all F orm  F actor P lu g g ab le ( SF P )

• New industry standard connector
• S am e f unctional ity as G ig ab it I nterf ace 

C onv erters ( G B I C s)
• S am e sp ecs as G B I C s
• H ot p l ug g ab l e
• S m al l er f ib er connector:  L C  

f or S F
• 2 . 5  S F P s f it in sp ace of  one G B I C
• S h ip p ing  C isco S X ,  L X ,  Z X ,  1 0 / 1 0 0 / 1 0 0 0 B T  

and C W D M  v ersions in 8  col or wav el eng th s

G BI C
S X  S F P

10/ 100/ 1000BT
S F P

L C c o n n e c t o r s
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F ib er G ig ab it I n terf ace Con v erter ( G B I C)

1000BASE-T  G BI C  ( W S-G 5 4 8 3 = )
� H o t  Sw a p p a b l e
�Su p p o r t  Au t o  M D I X
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CWDM Networking
CWDM G B I Cs
• S u p p o r t s p o i n t  t o  p o i n t  a n d r i n g  
t o p o l o g i e s

• “Z X ” di st a n c e  ( 100 k m )
• Al l o w s u p  t o  8 G b E i n t e r f a c e s m u x ’d
w i t h  p a ssi v e  de v i c e

• S u p p o r t s M u l t i m o du l e Et h e r Ch a n n e l  
f o r  a ddi t i o n a l  r e si l i e n c y

Data Centre #1 Data Centre #2

B l d g  #3B l d g  #2

B l d g  #1

SiSi

SiSi

SiSi

SiSi SiSi
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CW D M  G B I C Solu tion  in  P oin t-to-p oin t 
Con f ig u ration

One pair of fiber (8 Gbps)

Passive CWDM 
MUX/DEMUX

Or OADM

Catalyst
3550-24

Catalyst
3550-24

Green

Orange

Blue

Yellow

Red

Gray

Violet

Brown

Green

Orange

Blue

Yellow

Red

Gray

Violet

Brown

Passive CWDM 
MUX/DEMUX

Or OADM

Catal y s t 
3 5 5 0  &  
2 9 5 0

Catal y s t 
3 5 5 0  &  
2 9 5 0
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G ig ab it E th ern et M etro N etw ork  H ig h  
A v ailab ility A ccess – CW D M  G B I Cs

V L A N  1
V L A N  2
V L A N  3
V L A N  4

V L A N  5
V L A N  6
V L A N  7
V L A N  8

Spanning tree root

V L A N  9
V L A N  1 0
V L A N  1 1
V L A N  1 2

V L A N  1 3
V L A N  1 4
V L A N  1 5
V L A N  1 6

Catalyst 3 550 &  2 9 50 ( E I ) Catalyst 6500
Cisc o  7 600

R edu n dan t
• P o w er
• S u p erviso r
• F ab ric

1

2

3

4

1-4
o r
1-8

E as t P o i nti ng  G B I C
W es t P o i nti ng  G B I C

CP E L 2
P r o t e c t i o n
8 L a m b da s

Et h e r c h a n n e l
8 02 . 1Q

P as s i v e
O A D-M  &
M u x / DM u x
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Sw itch  F eatu res
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Sw itch  A ccess u sin g  A A A

T ACACS + RADI U S K ERBERO S

T h e r e  a r e  f o u r  m e t h o ds f o r  p r o v i di n g  a u t h e n t i c a t i o n  se r v i c e s o n
a  sw i t c h  a n d e a c h  m e t h o d i n v o l v e s a c c e ssi n g  a n  a u t h e n t i c a t i o n  
se r v e r  t o  v a l i da t e  t h e  i n c o m i n g  a c c e ss r e q u e st  f r o m  a  u se r …

T r u st e d U se r  “A”
U n -t r u st e d U se r  

Local

1 32

4
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P riv ileg e L ev els

15
14
13
12
11
10
9
8
7
6
5
4
3
2
1
0

P r i v i l e g e
L e v e l s

Assi g n  p r i v i l e g e  l e v e l s t o  c o m m a n ds,  T H EN …
Assi g n  p r i v i l e g e  l e v e l s t o  e n a b l e  p a ssw o r ds,  V T Y  ( T e l n e t )  
l i n e s a n d t h e  c o n so l e
De f i n e s w h i c h  c o m m a n ds c a n  b e  e x e c u t e d b y  w h i c h  p o r t sH i g h

L o w

Can define user “A” with higher privilege level
providing access to more commands

Can define user “B” with lower privilege level
providing access to fewer commands
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Secu re Sh ell ( SSH )
Generate RSA public and private key 

Initiate Telnet Request 

Server sends its RSA public key 

Client encrypts a random session key and sends back to server 

Server decrypts message using its own private key 

T h e  se ssi o n  k e y  i s u se d b y  w h i c h e v e r  c i p h e r  i s c h o se n  f o r  e n c r y p t i o n .  
S i n c e  o n l y  t h e  c l i e n t  a n d a  se r v e r  r u n n i n g  o n  a  m a c h i n e  t h a t  k n o w s t h e  
se c r e t  h a l f  o f  t h e  se r v e r ' s h o st  k e y  c a n  k n o w  t h e  se ssi o n  k e y ,  t h i s b o t h  
se c u r e s t h e  se ssi o n ,  a n d a ssu r e s t h e  c l i e n t  t h a t  i t  m u st  b e  t a l k i n g  t o  t h e  
c o r r e c t  se r v e r  m a c h i n e .  

Subsequent session is encrypted 
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SN M P  V 3  Secu rity

S N M P  S e r v e r
S w i t c h

SNMP can obtain information from your switch
that are contained in the various MIB’s

MD5 or SHA-1 authentication and DES to encrypt 
SNMP data

DESMD5 or SHAAuthPrivV3

MD5 or SHA-1 authenticationNoMD5 or SHAAuthNoPrivV3

Username match to authenticateNoUsernamenoAuthNoPrivV3

Community string match to authenticateNoCommunity StringnoAuthNoPrivV2c

Community string match to authenticateNoCommunity StringnoAuthNoPrivV1

What HappensEncryptionAuthenticationLevelModel

Potential security exposure on the network

SNMP Data

RF C’s
2273-2275
RF C’s

2273-2275
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Sp an n in g  T ree R ootg u ard

De si g n a t e d P o r t
P o i n t s t o w a r ds t h e  S T P
Ro o t

P o i n t s a w a y  f r o m t h e  S T P
Ro o t

H O W  DO ES  I T  W O RK ? ? ?
Ro o t g u a r d f o r c e s a  p o r t  t o  b e  a  
DES I G N AT ED p o r t  so  t h a t  n o  
o t h e r  sw i t c h  c a n  b e c o m e  t h e  
S T P  Ro o t …

S T P  Ro o t
DP

DP

RP

RP
Ro o t  P o r t

En h a n c e s t h e  se c u r i t y  o f  y o u r  S T P  
c o n f i g u r a t i o n  i n  y o u r  n e t w o r k …
De n i e s a  n o n  a u t h o r i z e d sw i t c h  
f r o m  a ssu m i n g  t h e  S T P  Ro o t  r o l e  
w h i c h  i f  a l l o w e d o n  t h e  w r o n g  
de v i c e  c a n  i m p a c t  p e r f o r m a n c e …
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P ortf ast B P D U  G u ard
P o r t f a st  i s a  S p a n n i n g  T r e e  e n h a n c e m e n t  t h a t  i s se t  o n  a  sw i t c h  p o r t  t h a t  
t y p i c a l l y  c o n n e c t s t o  a  h o st … { P o r t f a st  b y p a sse s S T P  st a t e s o f  l i st e n i n g  a n d 
l e a r n i n g  t o  de c r e a se  t h e  t i m e  i t  t a k e s t o  a c t i v a t e  a  p o r t )

Portfast enabled port

BUT…
…i f  a  sw i t c h  w e r e  n o w  c o n n e c t e d t o  t h e  sa m e  p o r t  i n  p l a c e  o f  t h e  u se r ,  a  
sp a n n i n g  t r e e  l o o p  c o u l d r e su l t  i n  t h e  sw i t c h  n e t w o r k  f a l l i n g  o v e r …
T h i s e q u a t e s t o  a  DEN I AL  O F  S ERV I CE f o r  a l l  a t t a c h e d h o st s i n  t h a t  
S p a n n i n g  T r e e  do m a i n …



202020© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D

P ort Secu rity
De f i n e s a  w a y  t o  se c u r e  a  p o r t  b y  M AC a ddr e ss so  t h a t  o n l y  t h e  de v i c e  w i t h
t h a t  M AC a ddr e ss c a n  b r i n g  t h e  l i n k  u p …

MAC “AAA” MAC “BBB” MAC “XXX” MAC “DDD”

1 2 3 4 5 6 7 8 9 10 11 12

P o r t M AC
1
4
7
11

AAA
BBB
CCC
DDD
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P riv ate V L A N ’s
1 2 3 4 5 6 7 8 9 10 11 12

Co m m u n i t y  V L AN  ‘A’ Co m m u n i t y  V L AN  ‘C’I so l a t e d
V L AN  ‘B’

X X
X

…P rivate V L AN ’s allo w s th e c reatio n  o f  “su b -V L AN ’s” w ith in  a 
p rim ary V L AN .  T h ese “su b -V L AN ’s” k n o w n  as c o m m u n ity V L AN ’s an d 
I so lated V L AN ’s restric t th e m o vem en t o f  traf f ic  w h ile allo w in g  th e u se 
o f  th e  sam e su b n et address sp ac e.  Co m m u n ic atio n  o u tside o f  th e 
“su b -V L AN ” Can  o n ly tak e p lac e via th e p ro m isc u o u s p o rt…
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P riv ate V L A N  E d g e

1 2 3 4 5 6 7 8 9 10 11 12

X

…Private VLAN Edge (PVE) allows the creation of “isolated” ports.  Forwarding 
of unicast, multicast and broadcast traffic between isolated ports is prohibited. 
Forwarding of traffic from isolated ports to normal ports is performed as per 
normal…

PVE Ports



232323© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D

A ccess Con trol L ists
Ac c e ss Co n t r o l  L i st s ( ACL ’s)  p r o v i de  a  m e c h a n i sm  t o  i n sp e c t  t h e  c o n t e n t s
o f  a  p a c k e t s h e a de r  t o  a ssi st  i n  de t e r m i n i n g  w h e t h e r  a  p a c k e t  i s f o r w a r de d
o r  dr o p p e d…

U se r  i n i t i a t e s
r e q u e st  f o r  se ssi o n  t o
se r v e r

1
2

S e r v e r
P o o l1

U si n g  ACL ’s sw i t c h
de t e r m i n e s w h e t h e r  t o  
f o r w a r d o r  dr o p  p a c k e t

2
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I n terf ace Su m m ary in  Cisco I O S

1 2 3 4 5 6 7 8 9 10 11 12

SiSi

A c c e s s
P o r t  1

A c c e s s
P o r t  2

A c c e s s
P o r t  3

T r u n k
P o r t  1

A c c e s s
P o r t  4

A c c e s s
P o r t  5

A c c e s s
P o r t  6

R o u t e d
P o r t  1

A c c e s s
P o r t  7

A c c e s s
P o r t  8

A c c e s s
P o r t  9

R o u t e d
P o r t  2

V L AN  1
V L AN  2 V L AN  3

S V I  1
S V I  2 R P  1

R P  2

Ro u t i n g  F u n c t i o n
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R ou ter A ccess Con trol L ists

V L AN  B
S u b n e t  B

V L AN  A
S u b n e t  A

Traffic WITHIN a VLAN or Subnet is NOT processed
by the RACL…

T r a f f i c  BET W EEN  a  V L AN
o r  S u b n e t  I S p r o c e sse d
b y  a  RACL …
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V L A N  A ccess Con trol L ists

V L AN  B
S u b n e t  B

V L AN  A
S u b n e t  A

Traffic WITHIN a VLAN or Subnet IS processed
by the VACL…

T r a f f i c  BET W EEN  a  V L AN
o r  S u b n e t  I S p r o c e sse d
b y  a  V ACL …
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V L AN  B
S u b n e t  B

V L AN  A
S u b n e t  A

Traffic WITHIN a VLAN or Subnet IS processed
by the PACL…

T r a f f i c  BET W EEN  a  V L AN
o r  S u b n e t  I S p r o c e sse d
b y  a  P ACL …

K EY  P O I N T  – P ACL  i s 
a p p l i e d o n  a  L a y e r  2 
i n t e r f a c e  a n d i s c u r r e n t l y  
su p p o r t e d f o r  i n b o u n d 
f i l t e r i n g  O N L Y …

P ort A ccess Con trol L ists
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U sin g  P A CL ,  V A CL  an d  R A CL ’s T og eth er

H O S T  “A” H O S T  “B”

VACL
T h en  V ACL  p ro c essed

I n p u t R ACL  ( if
ap p lic ab le)  p ro c essed O u tp u t R ACL  ( if

ap p lic ab le)  p ro c essed

V ACL  p ro c essed last

M o vem en t o f  D ata

I f  1 st V ACL  den ies th en
R ACL  n o t p ro c essed

P ACL

R ACL

1st the 
PACL is 
processed
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How It Works:
Co n t r o l s t h e  sw i t c h i n g  o f  da t a  b a se d o n  t h e  t i m e  o f  da y .

T im e-B ased  A CL s

ACL  g o e s o n  
a t  8: 00 AM

ACL  g o e s o f f  
a t  5: 00 P M

O K  to  U s e S erv er 1
N o t O K  to  U s e S erv er 2
O K  to  U s e S erv er 3
N o t O K  to  U s e S erv er 4

O K  to  U s e S erv er 1
N o t O K  to  U s e S erv er 2
O K  to  U s e S erv er 3
N o t O K  to  U s e S erv er 4
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N otif ication  f or I n tru sion

• ACL Logging
Tracks ACL violations 
th at occu r in a 
ne tw ork;  th e  u se r’s 
M AC ad d re ss can b e  
ob taine d  to assist in 
tracking  th e  u se r’s 
location.

• M AC Ad d r e s s  
N ot if ic a t ion

Ale rts ne tw ork 
ad m inistrators if  
u nau th oriz e d  u se rs 
com e  on to th e  
ne tw ork.

N etw o rk  
A d m i ni s trato r

A l ert!  A l ert!  
U nau th o ri z ed  U nau th o ri z ed  
U s er I d enti f i edU s er I d enti f i ed

U nau th o ri z ed  
U s er
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R ate L im itin g  ( P olicin g )  Q oS A CL s
Wh a t It D oe s:
Al l o w s n e t w o r k  m a n a g e r s t o  se t  b a n dw i dt h  t h r e sh o l ds f o r  u se r s a n d b y  
t r a f f i c  t y p e .
B e n e f i ts:
P r e v e n t s t h e  de l i b e r a t e  o r  a c c i de n t a l  f l o o di n g  o f  t h e  n e t w o r k .  
K e e p s t r a f f i c  f l o w i n g  sm o o t h l y .

R a t e  L i m i t i n g
f o r  D i f f e r e n t  

c l a s s i f i c a t i o n s  o f  U s e r s

N etw o rk
M anag er

T eac h ers

S tu d ents

2 M b p s

10 M b p s

50 M b p s
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Con trol P lan e P olicin g  ( CP P )
on  th e Catalyst 6 500

R o u t e  P r o c e s s o r  R a t e  L i m i t i n g  p r o v i d e s  
h a r d w a r e -b a s e d  m e c h a n i s m  f o r  l i m i t i n g  

t r a f f i c  d e s t i n e d  t o  R P ,  i n c l u d i n g :
I n g r ess/ E g r ess A C L s
C E F  Rec ei v e a n d G l ea n

I C M P  Redi r ec t s/ U n r ea c h a b l e
T T L  F a i l u r e

C E F  N o  Ro u t e
RP F  F a i l u r e

V A C L  L o g g i n g

100 M b p s  o f  
I C M P  T r a f f i c  
s e n t  t o  
s w i t c h ’s  R P

P ro b lem :P ro b lem : S o lu tio n :S o lu tio n :

T r a f f i c  b o u n d  
f o r  p r o c e s s o r  
r a t e  l i m i t e d

• D o S At t a c k s  a t  i n f r a s t r u c t u r e  d e v i c e s  g e n e r a t e  r o g u e  I P  t r a f f i c  s t r e a m s  d e s t i n e d  t o  t h e  R o u t e  P r o c e s s o r  a t  v e r y  h i g h  d a t a  r a t e s .  
• Af f e c t s  r o u t i n g  p r o t o c o l s ,  ST P  u p d a t e s ,  w h i c h  i n  t u r n  s e v e r e l y  a f f e c t  n e t w o r k  s t a b i l i t y
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B r o a d c a s t  S u p p r e s s i o n  f o r  S t o r m  
Co n t r o l

Threshold

Packets Dropped

0 1 2 3 Time

• S to rm  Co n tro l is also  
k n o w n  as Bro adc ast 
su p p ressio n

• Ab le to  lim it th e vo lu m e o f  
b ro adc ast,  m u ltic ast 
an d/ o r u n ic ast traf f ic

• P ro tec t th e n etw o rk  f ro m  
in ten tio n al an d 
u n in ten tio n al f lo o d 
attac k s i. e.  S T P  lo o p

• L im it th e c o m b in ed rate o f  
b ro adc ast  &  m u ltic ast 
traf f ic  to  n o rm al p eak  
lo ads

S ec o nd s
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V irtu al R ou te F orw ard in g  ( V R F ) -L ite

• W h a t  i t  Do e s
V R F -L i t e  p r o v i d e s  a  p r i v a t e  f o r w a r d i n g  t a b l e  p e r  V P N  o n  t h e  L AN  s w i t c h .  T h i s  
c a n  i n  t u r n  m a p  t o  a n  M P L S V P N  ( R F C -2 5 4 7 )

• Be n e f i t
P r i v a c y  i n  t h e  n e t w o r k  c a n  b e  e n f o r c e d  i n  t h e  w i r i n g  c l o s e t  

V L A N s

V R F  a w a r e  
R o u t e r

Guest

C o n tr a c to r

E m p l o y ee

W i r el ess U ser

C a m p u s 
b a c k b o n e

En t e r p r i se
M P L S

N e t w o r k
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